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Motivation

The Ascon family of lightweight cryptographic algorithms
recently became a NIST standard [1]. Ascon can be used in
various modes of operations, like authenticated encryption,
hashing, and as an extendable output function. Most of
these modes of operation are well studied.

For this thesis, the goal is to analyze Ascon when used as a
pseudorandom function (PRF). A way to realized this is in
the form of a Davies-Meyer construction:
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Goals and Tasks

[ Study various cryptanalysis techniques.

[ Establish whether techniques used for analyzing
Zip-Ciphers [2] can be reused.

{ Use tool assistance to find attacks on Ascon PRF.
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Short report on background
Short presentation
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Prerequisites

Interest in cryptography

Interest in learning to use SAT/MILP
solver
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