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Motivation

The OPRF Leap is currently among the fastest OPRFs in

the world. While the construction is very simple, its non-

standard parameter regime is a challenge since traditional
cryptanalysis frameworks, like the lattice estimator does
not give reliable results for the specific parameter regime
used in Leap.

You will conduct a practical cryptanalysis of Leap. You will

select a known lattice attack (e.g., Primal or Dual attack),

study it in depth, and implement it. The goal is to apply
your implementation to the specific instances of Leap and
test their concrete security.

Note: This project is ideal for a combination of ISW, project
and thesis, as it involves both a significant implementation
component and a theoretical write-up.

In your thesis, you will
> Study a specific lattice attack.
> Analyze its applicability to Leap.

> Implement your own approximation script for
small-moduli LWR cryptography.

Goals and Tasks

= Understand a specific lattice attack and its constraints.
& Understand Leap.

¥ Implement the attack and verify existing
implementations.
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Courses & Deliverables

Introduction to Scientific Working
Short report on background
Short presentation

Bachelor Project
Project code and documentation

Bachelor’s Thesis
Project code
Thesis
Final presentation
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Prerequisites

> Iam on leave until the 3rd of
November. Please read the note on
supervision on
heimberger.xyz/supervision.html.
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