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Motivation

Zero-Knowledge Proofs (ZKPs) are an advanced crypto-
graphic primitive that allows a party to prove with high
confidence that they hold a secret witness. ZKPs are cur-
rently used for proving you know your password without
sharing it or solving less CAPTCHAs by keeping your anony-
mous proof that you are a human.

In this project you will answer the question ‘How well does
a lattice-based proof system perform?’. A proof system can
be measured on multiple axis. Its proof size, prover time,
verifier time, whether it is zero-knowledge, the hard prob-
lem it assumes, and what types of relations it supports
natively.

Goals and Tasks

[ Survey one lattice-based proof system

{ Profile the existing implementation

� Identify which applications it is more suitable

Prover

secretrandom

answer

short = inside the circle

knows a short secret arrow
to an orange point

Public puzzle: every point
has a colour (its fingerprint).
Easy to check, hard to find

a short arrow given a colour.

1 “my random arrow is • blue”

2 “now add your secret”

3 “here is the answer arrow”

Verifier
knows the puzzle and the

target colour • orange

Do the colours add up?

• + • = • ✓

colours add like
hours on a clock

Is the answer short?

inside the circle ✓

Accept: the answer looks random,
so the secret stays unknown

Abstract view of a Lattice-based ZKP.

Literature
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Courses & Deliverables

§ Introduction to Scientific Working
Short report on background
Short presentation

§ Bachelor Project
Project code and documentation

§ Bachelor’s Thesis
Project code
Thesis
Final presentation

Recommended if you’re studying

§ CS § ICE § SEM § MATH

Prerequisites

Interest in lattice-based cryptography

Programming (C/C++, Python)
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