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Motivation

Zero-knowledge proofs (ZKPs) such as SNARKs let you
prove statements about secret data without revealing the
secrets. Before a computation can be proven, it has to be
expressed as an arithmetic circuit, typically in the form
of a Rank-1 Constraint System (R1CS). The number of con-
straints directly determines how expensive it is to generate
a proof, so writing small circuits is key for building efficient
ZK applications.

Like in code golf, the goal is to express a function in as few
constraints as possible, using tricks such as folding linear
operations, hinting non-deterministic witnesses, or clever
bit manipulations. However, cutting one constraint too
many can leave the circuit under-constrained, allowing a
cheating prover to prove false statements.

In this project, you will design a ZK Golf course: a CTF-
style set of challenges (“holes”) of increasing difficulty that
teaches how to write efficient and secure circuits.

Goals and Tasks

= Understand R1CS and learn common constraint
optimization techniques

%% Build a set of challenges with reference solutions and
an automated checker for correctness, soundness, and
constraint count

@ Analyze optimization strategies and pitfalls leading to
under-constrained circuits
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Fewest constraints wins, but only if the circuit stays sound.
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Courses & Deliverables

Introduction to Scientific Working
Short report on background
Short presentation

Bachelor Project
Project code and documentation

Bachelor’s Thesis
Project code
Thesis
Final presentation

Recommended if you’re studying

Mcs ™MICE MSEM

Prerequisites

> Interest in ZKPs, algebra, and puzzles

> Programming (Rust)

Advisor Contact
florian.lugstein@tugraz.at
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