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Motivation

Smartphones provide access to many sensors (accelerom-
eter, gyroscope, microphone, light sensor, etc.). Different
applications may cause different sensor readings, allowing
to fingerprint which application the user is currently using.
Some sensors may leak even more information about the
user or their environment, such as location or movement
patterns.

This project is fairly open, and aims to explore different
sensors and their potential to leak information.

Goals and Tasks

[ Learn about smartphone sensors and prior work on
device- and application fingerprinting.

� Design small experiments to test which sensors leak
identifying patterns.

{ Build a prototype (app or website) to collect and
analyze sensor data.

{ Train a machine learning model on the collected data to
classify applications
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Courses & Deliverables

§ Introduction to Scientific Working
Short report on background
Short presentation

§ Bachelor Project
Project code and documentation

§ Bachelor’s Thesis
Project code
Thesis
Final presentation

Recommended if you’re studying

§ CS § ICE § SEM

Prerequisites

Basic knowledge of mobile systems

Some programming experience
(ideally mobile or JavaScript)

Interest in system security

Advisor Contact

hannes.weissteiner@tugraz.at
BACHELOR PROJECT / BACHELOR’S THESIS SYSTEM SECURITY

mailto:hannes.weissteiner@tugraz.at?subject=[Bachelor Project / Bachelor's Thesis] Mobile Application Fingerprinting via Physical Side-Channels

	References

