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Advisor: Dmytro Shvets

Motivation

In recent years, there have been significant advances in
ZkSNARK-based anonymous credentials, making them prac-
tical and compatible with existing digital credentials. The
upcoming rollout of the EU Digital Identity Wallet (EU-
DIW) has further increased interest in frameworks such as
Longfellow, Vega, and OpenAC.

These frameworks enable the presentation of credentials
via zero-knowledge proofs (ZKPs), which allow users to
prove a statement about their credential, e.g., that they are
older than 18, without revealing the credential itself or any
other attributes. However, their proofs are “basic”: they
lack advanced functionality expected in the EUDIW, such
as credential-bound pseudonyms. Although mechanisms
for proving pseudonym-related statements with ZKPs have
been described, they have not yet been thoroughly evalu-
ated in practice.

In this project, you will study the inner workings of
Vega and OpenAC, extend them to prove statements
about pseudonyms, and evaluate the overhead incurred
by pseudonym proofs compared to standard (zero-
knowledge) credential presentation.

Goals and Tasks

= Learn how the selected frameworks work

$$ Extend the existing proofs (and circuits) with
pseudonym statements

@ Compare the overhead to standard presentations
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