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Motivation

The thesis focusses on how to deploy metadata-hiding
group messaging in a client/server setting. The thesis will
focus on the MLS protocol, which enables more efficient
group messaging while avoiding secure 1:1 channels. More
concretely, in the standard MLS protocol every message is
wrapped in a struct that includes a sender index and a sig-
nature. While the sender index is encrypted, traffic analysis
from a server may still be feasible. The thesis splits into the
following parts:

In your thesis, you will

> Discuss the possible limitations (even security
vulnerabilities?) and scope of improvement in the
existing protocols.

> Implement your ideas and discuss the results.

Contact me to discuss further about the topic specifics
and your personal interest.

Goals and Tasks

@ Analyzing the feasability of traffic analysis Formally
model the threat of traffic analysis by a server and look
at the security guarantees.

& Reading about existing proposals from the literature
You will start by reading about Clarion, a system which
uses shuffling protocols to enable metadata-hiding
comunication, and see how it could be applied to MLS.

% Design and implement a solution for MLS Based on
your literature research, you will design, analyze and
implement a prototype of your protocol.
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