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Motivation

The upcoming EU Digital Identity (EUDI) Wallet will store
credentials like your ID card on your phone. With zero-
knowledge proofs, the wallet can show “l am over 18” with-
out revealing anything else. Proof systems such as Cres-
cent, Longfellow, Vega, and OpenAC already do this for
today’s ECDSA-signed credentials.

However, each credential is bound to a device key stored
in the phone’s secure hardware, so that it cannot be copied
to another device. Since this hardware supports only a
fixed set of algorithms such as ECDSA, proofs become more
expensive, post-quantum signatures are not yet possible,
and phones without certified hardware are excluded.

Collaborative SNARKS (co-SNARKs) could lift this restric-
tion: several servers hold the credential and device key in
secret-shared form and jointly compute the proof using
multi-party computation (MPC).

In this thesis, you will explore how MPC-friendly exist-
ing credential proof systems are, and whether co-SNARKs
could enable cheaper and hardware-independent proofs.

Goals and Tasks

& Learn how EUDI credentials, device binding, and
co-SNARKs work

@ Compare credential proof systems in MPC

% Build a prototype and find out when it beats proving on
the phone
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Outsourcing the proof without giving up privacy.
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Prerequisites

> Interest in ZKPs and MPC

> Programming (Rust)
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