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Motivation

LEAP [1] is a blazingly fast oblivious pseudorandom func-
tion (OPRF) built from lattices. It is actually a cool show-
case for post-quantum cryptography, as it shows that lat-
tice cryptography can be faster than elliptic curves (at the
cost of higher communication).

OPRFs have many use-cases, from private set intersection
(where LEAP excels) to private single-sign on and anony-
mous credentials. This is where a major drawback of LEapP
becomes obvious: It is not verifiable, which means that the
client cannot be sure a pre-committed key was used. If the
server uses a special key for each client, the privacy guaran-
tees fall, as the server may be able to distinguish the client
from other clients.

This is where you come in: we have a number of nice (pre-
quantum) zero-knowledge proofs. Harness them to get a
verified version of LEAP.

In your thesis, you will

> Learn about LEAP and general-purpose zero-knowledge
proofs.

> Discuss the possible limitations (even security
vulnerabilities?) and scope of improvement in the
existing protocols.

> Implement your ideas and discuss the results.

Contact me to discuss further about the topic specifics
and your personal interest. Please note that | am on
leave from July until end of October.

Goals and Tasks

= Understand LEAP and the necessary zero-knowledge
proofs.

% Implement and discuss the verifiable solution.
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Prerequisites

> Interestin PETs and Cryptography
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