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Motivation

Cryptanalytic attacks define the security of cryptographic
algorithms, and understanding them is crucial to under-
stand cryptographic design.

Recently, several new symmetric primitive designs have
been proposed with the goal of developing more efficient
pseudorandom functions. Examples include fork ciphers
(like ForkSkinny) and zip ciphers. Unlike block ciphers,
these primitives are not bijective, which impacts the ap-
plicability of classical cryptanalysis techniques. More re-
search is necessary to develop a better understanding of
the generic and concrete security properties of these prim-
itives.

In this project, you will analyze fork and zip ciphers with
selected cryptanalysis techniques in order to develop a
better estimate of their concrete security margin.

Goals and Tasks

& Get familiar with the ideas behind fork ciphers and zip
ciphers

@ Investigate how different distinguishers (differential,
linear, integral, ...) can be applied to attack these new
primitives

@ Develop suitable key recovery strategies
@ Apply the techniques to selected designs

#S Improve the support for automated cryptanalysis of
these primitives with a suitable framework
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Prerequisites

> Cryptography
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