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Motivation

Masked circuits are built from gadgets that are secure in
isolation and composed without further analysis. That is
what PINI buys. We have a masking compiler with a mech-
anised PINI proof in Lean 4, in the glitch-extended probing
model. Transitions — a register leaking a function of its old
and new contents — break trivial composition, and repair-
ing it takes a stronger notion, O-PINI, together with its own
composition theorem.

This thesis supplies both, machine-checked: the definition,
the theorem that O-PINI gadgets compose under transi-
tions, and at least one gadget of the development shown
to satisfy it. The result extends the compiler’s guarantee
from one physical defect to two.

Goals and Tasks

& Understand PINI, the robust probing model and the
existing composition proof

@ Define O-PINI and transition-robustness in the
development’s framework

@ Prove the composition theorem for O-PINI gadgets,
genericind

% Show a gadget of the library O-PINI, and see what the
compiler must emit

@ Stretch: relate the notion to couplings, the third
physical defect
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Project code
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Prerequisites

> Probability and quantifiers

> Interest in theorem proving; Lean can
be learned on the job
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