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Motivation

New quantum resistant public-key cryptographic algo-
rithms, such as CRYSTALS-Kyber and CRYSTALS-Dilithium,
are being deployed after having been chosen for standard-
ization by NIST. However, these new schemes suffer from
unique implementation challenges and are vulnerable to
side-channel attacks. To resist, new countermeasures tai-
lored specifically to the algorithms need to be studied, de-
veloped and implemented securely to ensure device safety
for the future.

This project involves integrating a newly developed coun-
termeasure against SPA attacks into optimized ARM imple-
mentations of lattice-based crypto[1]. Following the imple-
mentation, the countermeasure(s) must be tested on a real
device: the Cortex-M4. For more details, contact the linked
email.

Goals and Tasks

[ Get familiar with the state-of-the-art in post-quantum
cryptography

{ Integrate a new countermeasure into the PQM4 library

� Perform an SPA attack on a real device to test your new
countermeasure
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Courses & Deliverables

§ Master Project
Project code
Report
Presentation

Recommended if you’re studying

§ CS § ICE § SEM

Prerequisites

Interest in PQC and Side-channel
attacks

Programming in C/ARM Assembly
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