
ISEC | Institute of Information Security

YOU are Speed: Ultra Fast Side-channel
Secure Masked Circuits

Advisor: Rishub Nagpal

Motivation

Masking is a fundamental technique to protect crypto-
graphic circuits from leaking secret-data via side-channels.
In hardware, masking incurs a severe performance penalty
and disrupts efficient pipeline architectures due to the
need for security-critical registers. These registers stop
circuit glitches which could leak secret data through power
side-channels. So-called “low-latency” masking architec-
tures aim to eliminate these registers by introducing asyn-
chronous circuit design techniques and dual-rail logic.

The main challenge in low-latency masking is to develop
something that can be implemented in a generic fashion
(i.e., with minimal backend layout restrictions) and still be
secure. Thus, the goal of this thesis is to investigate new
developments in low-latency masking and propose new
architectures which can be both secure and very fast.

Goals and Tasks

[ Get familiar with the state-of-the-art in low-latency
hardware masking

{ Develop a new masking scheme

� Evaluate your new masking scheme with practical
evaluation and formal proofs.
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Prerequisites

Interest in side-channel attacks and
hardware design

Programming in Verilog
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