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Motivation

Large language models (LLMs) are increasingly integrated
into everyday applications, where users often rely on their
outputs without verifying their correctness. This raises
concerns about the integrity and trustworthiness of gener-
ated content. Incorrect outputs may occur unintentionally
through hallucinations or result from intentional manipula-
tion, such as biases or backdoors hidden inside the model,
or prompt injection attacks. Understanding and mitigating
these threats is essential for the secure and reliable deploy-
ment of LLMs.

Possible Topics

This research area offers several thesis topics on the in-
tegrity and trustworthiness of LLM predictions. The goal
is to understand how LLMs behave under uncertainty or
adversarial conditions. Possible directions include analyz-
ing internal model behavior to detect hidden backdoors,
investigating vulnerabilities to untrusted inputs and devel-
oping secure processing mechanisms, or designing meth-
ods to estimate prediction confidence and validate outputs
against hallucinations. Specific research questions will be
discussed with students based on ongoing research and
current developments in the field.

Goals and Tasks

& Study threats to LLM integrity and existing
countermeasures

@ Investigate vulnerabilities or design methods to
improve output integrity

#$ Implement the proposed approach and relevant
baselines

#$ Experimentally evaluate effectiveness and limitations

MASTER PROJECT / MASTER’S THESIS
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Courses & Deliverables

Master Project
Project code
Report
Presentation

_OR_

Master’s Thesis
Initial presentation
Project code
Thesis (60+ pages)
Final presentation

Recommended if you’re studying
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Prerequisites

> Interest in Al security and LLMs
> Programming (Python)

> Experience with LLM frameworks
(Hugging Face Transformers)
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