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Motivation
Large language models (LLMs) are increasingly deployed
in applications ranging from customer support chatbots
to autonomous AI agents. However, these systems may be
abused for tasks beyond their intended purpose or manip-
ulated into violating their instructions. In addition, espe-
cially in multi-agent systems, interactions between agents
can lead to unsafe collective behavior, even when individ-
ual agents are instructed to follow safety guidelines. Re-
cent incidences demonstrate the need for mechanisms to
monitor LLM behavior and detect deviations from intended
functionality.

Possible Topics

This research area offers several thesis topics on monitor-
ing and controlling LLM behavior. The goal is to understand
how different tasks and activities are reflected in the mod-
els’ internal representations (hidden states) and how these
can be used to detect unintended or unsafe behavior.

Possible directions include investigating how hidden states
can reveal whether LLMs process unauthorized topics, ana-
lyzing how social dynamics and peer pressure affect safety
alignment in multi-agent systems, or developing monitor-
ing mechanisms that detect violations of behavioral con-
straints from internal model activations. Specific research
questions will be discussed with students based on ongo-
ing research and current developments in the field.

Goals and Tasks

[ Study LLM monitoring, safety alignment, and existing
safeguards

� Design methods to analyze or improve compliance with
behavioral constraints

{ Implement monitoring mechanisms or controlled
multi-agent environments

{ Evaluate robustness under adversarial and unintended
usage scenarios
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Courses & Deliverables

§ Master Project
Project code
Report
Presentation

– OR –

§ Master’s Thesis
Initial presentation
Project code
Thesis (60+ pages)
Final presentation

Recommended if you’re studying

§ CS § ICE § SEM

Prerequisites

Interest in AI security and LLMs

Programming (Python)

Experience with LLM frameworks
(Hugging Face Transformers)
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