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Motivation

Edge Al devices process sensitive data locally using special-
ized neural-network accelerators. Although this reduces
the need to transmit private data to the cloud, the hard-
ware may leak information through its power consumption.
Recent research has shown that such leakage can reveal
the architecture and parameters of a neural network, or
even information about its inputs. However, the influence
of implementation choices on this leakage is not yet suffi-
ciently understood.

The goal of this thesis is to investigate power side-channel
leakage from a small FPGA-based Al accelerator using the
ChipWhisperer platform. You will implement a quantized
neural network on a small FPGA and analyze whether its
architecture or model parameters can be recovered from
power traces. Based on the results, you will investigate
countermeasures such as randomization of operation and
evaluate their security and implementation overhead.

Goals and Tasks

= Get familiar with neural-network accelerators and
power side-channel analysis

#$ Implement a small FPGA-based Al accelerator, perform
a selected side-channel attack, and apply suitable
countermeasures

@ Evaluate how implementation choices affect leakage
and analyze the security-performance trade-off
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Prerequisites

> Interest in hardware security and
machine learning

> Basic knowledge of digital design
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