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Motivation

Managed language runtimes, e.g., for Java, C#, Python, or
JavaScript, contain many special cases to improve perfor-
mance. As a result, the runtime may behave differently
depending on the values a program processes. Runtime
optimizations like JIT compilation are known to leak se-
crets [1, 2], but these special cases have not been studied
systematically.

Goals and Tasks

& Find value-dependent special cases in popular
language runtimes

#$ Measure their effects and exploit them in a real-world
application

@ Evaluate mitigations and their performance cost
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Value-dependent runtime optimizations can leak secrets through
timing.
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Prerequisites

> Interest in side-channel attacks and
language runtimes

> Programming (e.g., Java, Python)

> Basic understanding of compilers
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