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Motivation

Trusted execution environments (TEEs) such as Intel TDX or
AMD SEV-SNP protect workloads even from a compromised
OS or hypervisor. However, many sensitive workloads, es-
pecially machine learning, run on GPUs. Research designs
like Graviton showed how GPUs can isolate kernels such
that the untrusted driver still manages resources but can-
not access protected memory.

Vortex is an open-source, RISC-V based GPU, and its newest
version supports virtual memory. This makes it a good ba-
sis for isolation mechanisms similar to modern CPU TEEs.

In this master project or thesis, you will design and im-
plement a TEE architecture for Vortex that protects GPU
kernels and their memory from the untrusted driver. You
will prototype the design and evaluate its security and over-
head.

Goals and Tasks

& Get familiar with GPU TEE designs (e.g., Graviton) and
CPU TEEs.

= Understand the Vortex architecture and its virtual
memory subsystem.

@ Design a TEE architecture for Vortex, including a threat
model.

#$ Implement the design in the Vortex RTL and adapt the
driver/runtime.

@ Evaluate the secu rity guarantees as well as the
performance and area overhead.

MASTER PROJECT / MASTER’S THESIS
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Courses & Deliverables

Master Project
Project code
Report
Presentation

_OR_

Master’s Thesis
Initial presentation
Project code
Thesis (60+ pages)
Final presentation

Recommended if you’re studying
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Prerequisites

> Computer architecture, virtual
memory, SystemVerilog

> C/C++, interestin TEEs
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